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Abstract: The discussion related to the implementation of Industry 4.0 elements has brought 
researchers’ attention to the changes of requirements on the workforce. The current research 
focuses on identifying the core competencies related to Industry 4.0 and strategies towards 
their development. The purpose of this article is to observe the topic of competencies, skills, 
and education amongst the research articles related to Industry 4.0, including its development 
over the last ten years, identify the current trends in the literature, and make suggestions for 
future research. Bibliometric analysis was conducted to conclude that research focus related 
to the workforce adaptation in terms of their skills, competencies, and the requirements from 
formal education associated with Industry 4.0 needs are not amongst the most discussed 
related to Industry 4.0. 
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INTRODUCTION 

One of the recent questions asked is whether the industry sectors can successfully operate in 
the digital environment and face future challenges. The World Economic Forum, WEF (2020) 
predicts that by 2025, humans’ work and machines measured in time units will be equal. Tasks 
to be taken over by the robots are most commonly described as routine repetitive prone to 
error tasks (Deloitte, 2019), which result in handling over more complex tasks and problem-
solving to the employees. Although the implementation of digital technologies eases work on 
all managerial levels, at the same time, it causes many new organizational challenges. 
Schneider (2018) concluded conformity in the practitioners’ and academics’ perspective on the 
most critical managerial challenges related to digital transformation. This being namely the 
openness to change, impact on working life, establishing a culture of experimentation, qualified 
employees, and building of digital capabilities. Companies’ management needs to adopt 
decisions in strategy, planning and implementation, cooperations and network development, 
business models, challenge the changing environment and leadership questions, and last but 
not least, search for employees with the necessary hard and soft skills and competencies and 
manage human resources in general.  

This article aims to present a comprehensive evaluation of the literature related to the 
requirements of the workforce’s skills and competencies in the technologically evolving 
environment framed by Industry 4.0. Moreover, the emphasis is put on the education system 
and how it reflects the technological changes. The article is structured as follows.  Firstly the 
main terms such as Industry 4.0, skills, and competencies are defined. The research questions 
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are derived from the literature review and addressed by using bibliometric analysis. Finally, 
the conclusion with recommendations for future research is suggested, followed by research 
limitations.  

1 LITERATURE REVIEW 

The term “Fourth Industrial Revolution” (4IR) has become commonly used in 2016. The digital 
transformation has been discussed already before when Klaus Schwab has published his 
eponymous book (Philbeck & Davis, 2018) as a broad term to frame and analyze the impact 
of emerging technologies on society in the 21st century, while Industry 4.0 refers to” recent 
technological advances where the internet and supporting technologies (e.g., embedded 
systems) serve as a backbone to integrate physical objects, human actors, intelligent 
machines, production lines, and processes across organizational boundaries to form a new 
kind of intelligent, networked and agile value chain” (Schumacher et al., 2016, p. 162). 

The implementation of Industry 4.0 concepts results in what Dombrowski and Wangner (2014) 
describe as job profile shift from specific work tasks and execution of manufacturing to 
interdisciplinary cooperation and “process-oriented tasks with frequently changing content and 
the necessary change of the competencies from specific technical capabilities, clear thinking 
in single processes and accurate execution of the centrally planned work tasks to complexity, 
abstraction, and problem-solving abilities, thinking in overlapping processes and self-
organization (Dombrowski & Wangner, 2014, p. 102). 

Skills are defined in the European Qualification Framework, EQF, as “the ability to apply 
knowledge and use know-how to complete tasks and solve problems.” In the context of the 
EQF, skills are described as cognitive or practical (EQF, 2017). Based on WEF future job survey 
(WEF, 2020), the current top ten skills are analytical thinking and innovation; active learning 
and learning strategies; complex problem-solving, critical thinking and analysis; creativity, 
originality, and initiative; leadership and social influence; technology use, monitoring, and 
control; technology design and programming; resilience, stress tolerance, and flexibility; 
reasoning, problem-solving and ideation. 

Competencies are observed and evaluated in practical learning when identifying and solving a 
problem (Abele et al., 2017). Kinkel et al. (2017, p. 324) define competence as “the individual 
dispositional ability and readiness to act successfully and self-organized when facing novel, 
unstructured or complex situations or tasks and the ability to develop solutions for future 
cases”. In the EQF, the competence is defined as “proven ability to use knowledge, skills and 
personal, social and methodological abilities, in work or study situations and professional and 
personal development” (EQF, 2017, Annex 1). 

Skills and competencies are developed through education, training, and experience (Skinner 
et al., 2004). Although the WEF (2020) states that the skills gap remains to be high, there has 
been a significant shift in the education system in the developed countries towards the 
readiness for changes related to Industry 4.0 by bringing students and their needs to the 
center of education as opposed to the earlier teacher-centered focus, this being in many 
countries overcome (Miranda et al., 2019).  

The changes related to Industry 4.0 are reflected in new study programs, new technologies 
being employed in education and training, and the quality of study programs and professional 
practice. The study programs in data science and analytics are emerging. Chen et al. (2012) 
stress that these study programs should be interdisciplinary, including analytical and IT skills, 
domain knowledge (e.g., business), and communication skills development. Analytical skills 
development should also be enhanced in existing programs, e.g., supply chain management, 
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where the analytical skills are taught together with the domain knowledge (Waller & Fawcett, 
2013). 

The use of technologies can support education and training. Technologies have been widely 
installed and used to share data amongst teachers and students (Bond et al., 2018). New 
learning methods based on technologies are being incorporated, and innovative facilities and 
labs are being created (Miranda et al., 2019, Mian et al., 2020, Ramirez-Mendoza et al., 2018). 
Researchers supporting the wide use of the virtual reality technology argue with improved 
outcomes of students (Merchant et al., 2013), working in the flow state of mind (Hwang, 
2012), cost efficiency, and real environment situations training with possible adjustments to 
different environments or adaptations (Kaasinen et al., 2020). Learning factories can exist in 
the form of physical factories, digital factories focusing on planning or simulations, and hybrid 
factories. Competencies to be developed are mainly related to future problems solving ( Abele 
et al., 2017; Kaasinen et al., 2020). There is potential for developing virtual training skills; the 
question remains, how best should the virtual training be targeted? It seems to be a 
complementary method to other teaching methods. Merchant et al. (2013) support the use of 
technology in education, still question whether the collaborative skills can be developed 
because “students performance is enhanced when they conduct the game play individually 
than in a group “(Merchant et al., 2013, p. 29).     

The quality of education is another factor that should not be overlooked. On the one hand, 
talented young school children need to be supported to become experts in their fields 
(Subortnik, 2011); on the other hand, attitude towards learning needs to be developed into 
lifelong learning. The literature suggests that the belief that technology in education can help 
build attitudes towards learning and ease the lifelong learning process inevitable in a fast-
changing environment (Bond et al., 2018; Ciolacu et al., 2018). Concerning the qualitative 
aspects of education, creativity should not be limited by the teacher’s personality restricting 
students’ thoughts and expressions. The respect for seniority is still incorporated in some 
cultures (Buasuwan, 2018) but can be the case in individual cases elsewhere. High emphasis 
should also be put on cooperation and interdisciplinary project solving (Ramirez-Mendoza et 
al., 2018). Dash et al. (2019) highlight the importance of combining theoretical knowledge and 
practical experience. Nga & Shamuganathan (2010) support incorporating sustainability and 
social responsibility principles into higher education programs.    

Industry 4.0 related competencies 

The research of Hecklau et al. (2016) has gained attention by scholars (Quatrociocchi et al., 
2018; Simic & Nedelko, 2019) by aggregating the competencies related to Industry 4.0 into 
four segments, namely social, personal, methodological, and technical. These were updated 
one year later as (i) social competencies including communication and cooperation skills and 
leadership competence; (ii) methodological competencies that encompass analytical 
competence, complex problem solving, and decision making; (iii) personal competencies 
including creativity, willingness to learn, flexibility and adaptability; and (iv) domain 
competencies with digital networks, digital security, process understanding, coding, and 
interdisciplinary competence. The authors conclude that the higher the technology integration, 
the more emphasis is placed on analytical competence (Hecklau et al., 2017).   

Müller et al. (2018) suggest searching for drivers of the implementation of Industry 4.0 by 
working with the classification of adequate personal, social/interpersonal, action-related, and 
domain-related competencies. 

Miranda et al. (2019) suggest the need to develop five predefined core competencies, namely, 
critical thinking, creativity and innovation, cooperation, collaboration, and communication. 
Critical thinking development leads to developed analytical skills; creativity and innovation 
being fundamental to develop new ideas; cooperation in practical exercise leads to 
independent work, responsibility, communication, and collaboration. The view of open 
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innovation laboratories presented by Miranda et al. (2019) is following the vision of Cioalacu 
et al. (2018), who promote engineering skills and competencies such as innovation, complex 
problem solving, knowing in action, modular quality control, artificial intelligence methods, and 
rapid prototyping, and leadership competencies such as creativity, people management, critical 
thinking, reflection in action, association and negotiation, and AI-based decision.  

Kazancoglu and Ozkan-Ozen (2018) suggested new criteria for personnel selection 
environments according to the changes in job profiles due to Industry 4.0 from an operations 
management perspective. They have used 11 criteria based on the frequency used in the 
literature (Dombrowski & Wagner, 2014; Lorenz et al., 2015) and sorted the importance levels 
of selected criteria as follows (in descending order), concluding that for Industry 4.0, the 
teamwork and organizational understanding are priorities: 

 the ability to deal with complexity and problem solving; 
 thinking in the overlapping process; 
 flexibility to adapt to new roles and work environments; 
 continual interdisciplinary learning and cooperation; 
 organizational and processual understanding; 
 trust in new technologies; 
 the ability of fault and error recovery; 
 combining know-how related to a specific job or process; 
 ability to interact with modern interfaces; 
 awareness of IT security and data protection;  
 knowledge on IT and production technologies. 

There are several articles in which the core competencies and skills were identified in a 
systematic literature review (Hecklau et al., 2017; Hernandez-de-Menendez et al., 2020).  

To the authors’ best knowledge, no research was done to explore the importance of Industry 
4.0 related education, skills, and competencies. Therefore, based on the indications from the 
literature review, the following research questions are suggested to fulfill the article objectives: 

RQ1: What are the most researched topics related to Industry 4.0, and what is the position 
of formal education and skills & competencies associated with articles dedicated to Industry 
4.0? 

RQ2: To what extent has the approach towards the academic research of education and skills 
& competencies related to Industry 4.0 developed over the last ten years? 

RQ3: What are the requirements for formal education and skills & competencies related to 
Industry 4.0 most frequently discussed in the literature associated with Industry 4.0? 

2 METHODOLOGY  

The methodology used in the current research is bibliometric analysis. Bibliometric studies are 
useful when there is a need to collect evidence from previously published research articles. 
The high number of articles published worldwide makes it impossible for researchers to remain 
current with global science (Aria & Cuccurullo, 2017). This approach makes it possible to map 
the continually changing science. The analysis was conducted in R software using a bibliometric 
package for comprehensive science mapping analysis after downloading the records into the 
BibTeX format.  

To answer RQ1, the data were retrieved from the database Scopus and Web of Science (WoS) 
in January 2021. The search for the set phrase “industry 4.0” was conducted. The two 
databases were used to learn about the potential difference amongst the sources included in 
a different database. The search included the titles, keywords, and abstracts. 
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To answer RQ2 and RQ3, the query string was extended to capture Industry 4.0 phenomenon 
in a more extended period. The most relevant out of the top 20 keywords derived from 
research articles related to Industry 4.0 were used to substitute the term Industry 4.0. Words 
with a general meaning, such as manufacturing or sustainability, were excluded to prevent a 
large dataset that might result in much noise (Chen et al., 2021). From 9301 articles, only 
sources from social science and engineering were selected through the WoS categories. 
Visualization of results was done in R. 

3 RESULTS AND DISCUSSION  

To answer the RQ1: “What are the most researched topics related to Industry 4.0, and what 
is the position of formal education and skills & competencies associated with articles dedicated 
to Industry 4.0?” a search revealed 4673 records from WoS and 4417 from Scopus, all 
containing the phrase “Industry 4.0” in the title, keywords, or abstract.  

The cluster analysis revealed the areas of research focus (Figure 1). The identified clusters in 
WoS are industry and smart production, manufacturing and big data, machine learning, 
artificial intelligence and IoT, internet of things and blockchain, optimization, and additive 
manufacturing. Similar results were derived from Scopus. Since there were no outcomes 
related to the workforce, capabilities, skills, or education found among the clusters, it can be 
concluded that the educational topics seemed to have less attention among the currently 
published Industry 4.0 articles.  

Fig. 1 Clusters in Industry 4.0 search  

Web of Science 
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Scopus 

 

Source: authors based on data from WoS and Scopus 

The co-occurrence analysis of articles’ keywords retrieved from WoS and Scopus (Figure 2) 
was done to confirm the above, showing that any words related to the RQ1 are not among 
those most frequently co-occurring with Industry 4.0 (Figure 2). The top 20 keywords are 
listed in Table 1. 

Tab. 1 Top 20 most frequently co-occuring articles’ keywords related to Industry 4.0  

Industry 4.0 1196 Digitalization 89 Optimization 58 

Internet of things, 

IoT 
267 Smart manufacturing 88 Cloud computing 57 

Manufacturing 127 Machine learning 80 
Industrial Internet of 

things 
56 

Big data 103 Innovation 78 Artificial intelligence 54 

Sustainability 95 Industry  76 Simulation 54 

Smart factory 93 Blockchain 62 Technology 52 

Cyber-physical 

systems 
92 Digital twin  60   

Source: authors based on data from WoS 
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Fig. 2 Co-occurrence of Industry 4.0 and articles’ keywords in WoS 2010  

 

 

Source: Authors based on data from WoS and Scopus 

Following RQ2: “To what extent has the approach towards the academic research of education 
and skills & competencies related to Industry 4.0 developed over the last ten years?”; most 
frequent articles’ keywords from the WoS dataset (Table 1) were used to form the following 
query string applied with limitation to years 2010 - 2021: (“industry 4.0”  OR “internet of 
things”  OR “big data” OR “smart factory” OR “cyber-physical systems” OR “digitalization” OR 
“smart manufacturing” OR “machine learning” OR “innovation” OR “blockchain” OR “cloud 
computing” OR “artificial intelligence” OR “simulation”) AND (education) AND (“skills” OR  
“capability” OR “capabilities” OR “competency” OR “competencies” OR “competence” OR  
“competences”).  

The search resulted in retrieving 4164 records from WoS. As visualized in Figure 3, the topic 
has gained growing attention over the last few years. The number of published articles closely 
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related to Industry 4.0 and education, skills & capabilities was growing from 2015 to the peak 
in 2020, with 393 articles published and quoted in WoS in 2015, 385 in 2016, 533 in 2017, 
582 in 2018, 753 in 2019, and 868 in 2020. Therefore, the topic is within the Industry 4.0 
articles relatively new, and the growing number of articles over the past few years indicates 
increasing interest. The roots of the trend are in Europe and North American countries, with 
the worldwide spread that was in its early years encouraged by the collaboration of the first-
mentioned and Chinese authors. In 2020, there were already authors in all the continents who 
published related articles.  

Fig. 3 Country collaboration map 

  

2012 2014 

 

 

2016 2018 

 

 2019 2020 

Source: Authors based on data from WoS 

Further analysis of the data retrieved from WoS addresses the RQ3 – “What are the 
requirements for formal education and skills & competencies related to Industry 4.0 most 
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frequently discussed in the literature associated with Industry 4.0?” At this stage, the analysis 
would present the citation analysis, subsequently being followed by the occurrence of articles’ 
keywords (Table 2).  

Tab. 2 The most cited articles published in the period related to education OR workforce 

readiness (2010 – 2021) 

Rank Document  Citations 

1 MATPOWER: Steady-State Operations, Planning, and Analysis Tools for 

Power Systems Research and Education (Zimmerman et al., 2011) 

2774 

2 Business Intelligence and Analytics: From Big Data to Big Impact (Chen et 

al., 2012) 
1764 

3 Data Science, Predictive Analytics, and Big Data: A Revolution That Will 

Transform Supply Chain Design and Management (Waller & Fawcett, 2013) 

453 

4 Do Institutions Matter for Regional Development? (Rodríguez-Pose, 2013) 401 

5 Effectiveness of virtual reality-based instruction on students’ learning 

outcomes in K-12 and higher education: A meta-analysis (Merchant et al., 

2014) 

387 

6 Rethinking Giftedness and Gifted Education: A Proposed Direction Forward 

Based on Psychological Science (Subotnik et al., 2011) 

304 

7 Open Innovation: Past Research, Current Debates, and Future Directions 

(Lichtenthaler, 2011) 

291 

8 The Influence of Personality Traits and Demographic Factors on Social 

Entrepreneurship Start-Up Intentions (Nga & Shamuganathan, 2010) 
210 

9 Game-based learning and 21st-century skills: A review of recent research 

(Qian & Clarc, 2016) 

184 

10 An online game approach for improving students’ learning performance 

in web-based problem-solving activities (Hwang et al., 2012) 

140 

Source: authors based on data from WoS 

The citation analysis and the analysis of articles’ keywords uncovered some major research 
topics related to Industry 4.0 with the focus on education and skills & competencies. The 
analysis confirmed that the emphasis is put on innovation, higher education, and educational 
innovation (Figure 4). Education is suggested as one of the institutions contributing to 
innovations (new technologies, products, and processes). It also determines the absorption of 
innovations generated elsewhere (Rodríguez-Pose, 2013). Innovative education can support 
readiness to adopt new technologies and decrease the risk of a lack of qualified employees. 
The growing number of articles published concerning education (Figure 4) reflects this field’s 
growing emphasis. The need to adapt the education and training programs to the changing 
conditions and requirements is present in most cited articles (Chen et al., 2012; Waller & 
Fawcett, 2013). Within innovative study programs, the emphasis is suggested on analytical 
skills development. 
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Fig. 4 Most relevant articles’ keywords 

 

 

Source: Authors based on data from WoS 

In the keywords co-occurrence analysis, teacher’s training is also cited with the direct link to 
digital competence, ICT (information and communication technology), higher education in 
general, and innovation. This finding is supported by the research of Waller and Fawcett 
(2013), who conclude with the statement that the focus on analytical skills connected with the 
domain knowledge is expected not only from the graduates but also from academics. Skilled 
and motivated educators are important for developing the competencies that will be needed 
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to manage work in the future (Miranda et al., 2020). Competence in the present study appears 
with creativity, communication, collaboration, data science, digitalization, and digital 
technology.  

Technologies can support active learning. Amongst the used tools, most commonly cited is 
simulation that is co-occurring with training, virtual reality, engineering, and medical 
education. Working with more sophisticated technologies will pose new pressure and 
requirements on employees (Rauch, 2020). Even if employees have a positive attitude towards 
training in new technologies, there must be an evident and apparent use of the gained skills 
(Kaasinen et al., 2020). Professional training can also be enhanced using technologies such as 
simulations or virtual reality. These should be used the way to be adjusted to the individual 
needs and environments. In recent research, the pressure on developing the ability to learn 
and accelerate learning has been expressed (Rauch, 2020).   

Essential skills and competencies related to Industry 4.0 have been defined. The top ten skills 
listed by WEF (2020) support the necessity to develop an attitude towards lifelong learning. 
Future study programs should initiate the attitude towards learning. With the right programs 
in place, the education system can partly take over the companies’ burden in training, re-
training, re-skilling, and life learning, supporting further cooperation between the business and 
education, and research sectors.  

CONCLUSION 

The current study suggests that the term Industry 4.0 is in the research articles linked to 
manufacturing, smart factories, supply chain management, technologies such as IoT, Big Data, 
digital technologies, artificial intelligence, blockchain, and cloud computing. The frequency of 
the articles exploring the education, skills & competencies related to Industry 4.0 is lower, and 
none of the education-related keywords was found amongst the vital topic associated with 
Industry 4.0. Still, the number of published articles in this field has been growing over the last 
few years and encompasses all continents. A growing research interest related to education is 
emphasizing higher education and innovation. Study programs need to proceed with the 
evolution and be adjusted to comply with society’s future needs. Increased emphasis is in the 
research articles on analytical skills that support fast decision-making when massive data are 
available. Big data analytics should not be overestimated as domain knowledge is equally 
essential (Waller & Fawcett, 2013) and should go hand in hand with analytical skills.  

To conclude, there is a space for further research related firstly to systematic literature review 
of the context of understanding the readiness of the education system to the changes faced 
by Industry 4.0, followed by case studies of the countries with the best fit of the education 
system and industry need, further explored by empirical research of the match between 
industry expectations and system readiness. 

When evaluating the research results of the present article, the study limitations need to be 
considered. One of them is the methodology itself in terms of the inability to assess the search 
context. The search based on keywords can also produce articles that include the keywords in 
their title, keywords or abstracts, but are of a different focus (Saha et al., 2019). The selection 
of databases can also impact the research results. 
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